


Add the following attribute to the form or input element: autocomplete="off" This attribute
prevents the browser from prompting the user to save the populated form values for later
reuse.

Results:
http: /S, com/wp-login.php -- Form field does not
set autocomplete="cff".

Path-Based Vulnerability

QID: 150004 CVSS Base: 2.1

Category: Web Application Port: -

CVEID: -

Threat:

A potentially sensitive file, directory, or directory listing was discovered on the Web server.
Impact:

The contents of this file or directory may disclose sensitive information.

Solution: ’ 4

Verify that access to this fi Ie or dlﬂgctow is permltled If necessary, remove it or apply access
contrals to it. o

Results:
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Category: Web Application Port: -

CVEID: -

Threat:

The cookie does not contain the "secure” attribute.

Based on the latest release of the PCI-DSS, this vulnerability is a PCI Fail.

PCI-DSSv3.1 requirement 6.5.10 is focused on secure session management, and refers to
session cookies needing to have the "secure” attribute set within the Cardholder Data
Environment.

Refer to PCI-DSSv3.1 for details.

Impact:

Cookies with the "secure” attribute are only permitted to be sent via HTTPS. Session
cookies sent via HTTP expose an unsuspecting user to sniffing attacks that could lead to
user impersonation or compromise of the application account.

Solution:
If the associated risk of a compromised account is high, apply the "secure” attribute to
cookies and force all sensitive requests to be sent via HTTPS.

Results:
wordpress test cockie= HP+lcﬁ}1e+rrEL}, path -
domain=www. fredsmithplumbing. com

Cookie Does Not Contain The "secure" Attribute

QlD: 150122 CVSS Base: 6.4
Category: Web Application Port: -





